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Risks as the Harm: Redefining "Damage" of Tort in Big Data Era

TIAN Ye

Abstract: It is difficult to recognize the "damage" under the framework of protecting personal
information through the tort law. The damage to personal information is intangible, latent, obscure
and difficult to evaluate, so it is doubtful whether it satisfies the "certainty" test. In order to meet
the needs of big data era, the concept of damage in traditional tort law should be reconsidered, and
damage of risks should be recognized. The certainty in damage does not mean that the damage has
already occurred and material risks in the future can also meet the requirement of certainty test. The
increased risk caused by information exposure, the expense for risk prevention and the anxiety
caused by the risks are the manifestations of the interest differences caused by infringement and
thus can constitute damage. The recognition of damage of risks to personal information should be
made by taking the contextualization as the basic approach and decision should be made by compre-
hensively considering facts such as the type of information, the purpose and method of information
processing, signs of information misuse in individual cases.
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